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Cyber [in] Security
or
When the U.S. Government Checks You Out

In recent security attacks in New York City and New Jersey, did the FBI fail in its
follow up investigation?

Are personal civil rights less critical when we need to be doing all we can to deter
terrorist acts, whether directed by non-state actors or merely inspired by them?

Should there be different investigation standards for citizens, naturalized citizens,
or foreign persons?

Is the U.S. government our enemy or our friend?

Are you willing to give up your right to privacy to feel secure in public places via
surveillance?

Would you be comfortable with your online activity being accessed, either
routinely or in special situations, as part of national security protocols?

Is cyber security for all citizens meaningfully different from the airport security
screenings we go through?

Should we ban internet access to sites which the government deems dangerous?



The Wall Street Journal

FBI Director Tangles with Lawmakers Over Terror Probes

James Comey defends agency's handling of investigations info Omar Marteen and
Ahmad Khan Rahami

By DEVLIN BARRETT
Sept. 27, 2016

The head of the Federal Bureau of Investigation on Tuesday defended his agency’s handling of
probes into two men who authorities say later carried out tetror attacks, though he acknowledged
that in the case of an Orlando, Fla., nightclub shooter, agents hadn’t searched his online activity

for indications of radicalization.

At a hearing before the Senate Homeland Security Committee, FBI Director James Comey was
repeatedly pressed by lawmakers about whether the FBI should have investigated longer before
closing its probes into Omar Mateen and Ahmad Khan Rahami, which took place long before

authorities say they undertook their acts of mass violence,

Mateen killed 49 people at a June shooting at an Orlando nightclub before being shot to death by
police. Mr. Rahami is awaiting trial on charges he placed bombs around New York and New

Jersey earlier this month that injured 31 people.

Sen. Rand Paul (R., Ky.) questioned whether the FBI was effectively using its investigative tools
and whether the agency had twice closed its investigations too quickly to catch a suspected or

known terrorist,

Mr. Comey defended the work done by his agents, telling the senator that in both cases, “your

facts are wrong.”’



He did acknowledge under questioning that when the FBI investigated Mateen in 2013 and 2014,
they used undercover operatives and recorded some of those conversations but didn’t get

warrants to find out what he was doing on his electronic devices.

Sen. Kelly Ayotte (R., N.H.) said she didn’t understand why an online search wouldn’t be part of
such a probe. "It just seems surprising to me that there wasn’t some kind of online work done,”’
she said. Mr, Comey said the agency is conducting reviews of how it handled both cases, and
will be candid about the results of those efforts, “Where we make mistakes, we will admit

them,’ he said.

The Mateen and Rahami cases were unrelated, but both men were investigated by the FBI in
2014 for possible ties to terrorism. In both cases investigators didn’t find enough evidence to

merit further scrutiny and the cases were closed.

Mr. Rand repeatedly pressed Mr. Comey on whether the FBI should keep terror investigations
open longer. He replied, “We should keep them open as long as the facts warrant keeping them

open....We have the policies and the tools, by and large, that we need to do this well.”’

Mr. Comey repeated a warning he has voiced in recent months that as the Islamic State terror
group continues to lose sway in Syria and Iraq, the result will eventually be a diaspora of

hardened terrorists that will threaten Europe and the U.S.

“The so-called caliphate will be crushed. The challenge will be, through the fingers of that crush
are going to come hundreds of very, very dangerous people,” the FBI director said, “There will
be a terrorist diaspora sometime in the next two-to-five years like we’ve never seen.”” To counter
that threat, he said, Western countries will have to knit their information-sharing systems

together tightly so that suspects can be tracked and detected quickly.
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The Intersection Between Civil Liberties & Security: How Far
Should Government Go to Protect Us?

By Sal Bommarito
February 01, 2012

The issue of civil liberties crops up in many essays and comments on PolicyMic. We
all cherish and demand the rights afforded to us under the Constitution, but there is
great disagreement about the appropriate extent of government intrusion in our lives.
This essay will explore the reasons why this issue has been so controversial and
discuss some of the activities that precipitate great passion.

Americans must be more cooperative with each other in the search for appropriate
government intervention. Security is just as important as civil liberties, but currently,
our leaders are sometimes too reactive when tragedy befalls us, often times over
legislating against new threats to our freedom. Our leaders and lawmakers must have
foresight and enact legislation that protects us from criminals and terrorists, but does
not drill too deep into our private lives or violate any provisions of the Constitution.

The most important perception that serves as the foundation of one’s tolerance for
intervention is the role of government in our society and whether it is our friend or our
enemy. The latter causes many to be overly cautious about controvetsial intrusion
including wire-tapping, drones, GPS devices and Transportation Security
Administration airport searches.

There is a direct correlation between intrusion and safety that should be considered by
every citizen, Congress, and Supreme Court. Generally, the more security that is
applied to a specific threat, the least likely it will occur. Greater security creates
concern among criminals and terrorists about apprehension and decreases their
chances of success. The security we encounter at the airport is an excellent example of
this phenomenon.



Since 9/11, there have been no successful airline terrorist attacks. The reason for this
phenomenon is easily traced back to the intrusive searches by the TSA, security on the
aircraft including secure doors to the cockpit and the presence of air marshals and the
yeoman efforts of the authorities to thwart terrorist plots early on. But, what is the
price to us as citizens? Many would say the searches are overly intrusive and violate
our privacy rights. Others would say it is all worth the inconvenience for increased
safety.

Wire-tapping and GPS monitoring have already been vetted by the SCOTUS. The
decisions are that these activities by our authorities are in violation of our civil
liberties without court approval. What is the price of these decisions? Unfettered
actions by the authorities in these areas would likely result in more arrests and less
crime. Given that they would only be applied to known criminals (assuming the
government is working exclusively for our safety), why the concern? And, there
seems to be an inconsistency between the oversight of wiretapping and GPS devices,
and searches at the airport.

I thought the PolicyMic debate about the use of unmanned drones in America was
particularly thought-provoking. Drones would monitor every citizen, just as all
passengers are being screened at the airport. So the “political correctness” standard
would be met. Why then would drones patrolling our skies be a violation of our civil
liberties? One concern given was that lustful drone operators could spy on sunbathing
women.

The scale of government intervention ranges from a totalitarian environment where
security is high and crime is low, a la Iraq during the Hussein era, or China today, to
an anarchistic state where laws are lax and everyone can do as they please. As
Americans, almost all of us believe that neither extreme would be ideal.

I propose a continuing reassessment of intrusive government activities meant to keep
us safe. I suggest we all begin our assessments assuming that our government is our
ally, not our enemy. This process should get us to a reasonable compromise over time
and a balance between security and liberty.



